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Overview

* Intro to PHP in IBM 1

* Writing a Simple PHP Script (Hello World in PHP)

* A Few Really Useful PHP Functions

¢ In Depth Look at the “GetFile.php” Script

¢ Securing the “GetFile.php” Script

¢ Calling the “GetFile.php” Script via Browser from RPG
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What is it? How do I get it? Why should I?

PHP on IBM i: What is it?

e PHP is a programming language.

* According to PHP.net:

“PHP is a widely-used general-purpose scripting
language that is especially suited for Web development
and can be embedded into HTML.”

* PHP can be imbedded within HTML.
* PHP can be both Object Oriented and Procedural.
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PHP on IBM i: How do | get it?

New!

server5.0 ((®

Next Generation Web Application Server gl

* Zend
e http://www.zend.com/en/products/server/zend-server-ibm-i

e Two install methods available

o SAVF
o Automated Installer (Windows .EXE)

PN

" PHP on IBM i: Why Should I?

* PHP is one of the most popular programming
languages in the world

TIOBE Index
Java, 17.77%

C++,8.78% mC++t

Other,
36.97% m C#

0.72% \VB,5.87%
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PHP on IBM i: Why Should I?

It’s FREE!!!

PHP is relatively easy for RPG’ers to understand.
e Supports procedural programming
e Easy bridge into OO

It’s FREE!!!

When coupled with MySQL, it opens the IBM i to run any of the thousands of

open source applications written for the LAMP stack (Linux, Apache, MySQL,
PHP)

Did I mention that it’s free?

PHP can directly access and use any native objects on IBM i including
Programs, Service Program Procedures, Data Areas, Data Queues, System
Values, Spool Files, Jobs, User Spaces, and just about anything else.

Overview of the structure of PHP
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“Hello World” — PHP Style

_1 <?php

z /¢ Call the error function to test the script
3 error (' This iz a test of the error function.'):
4

Sofunction error (3message)

_6 J¢ Wery Simple HTML with the message embedded
7

g <html=

9= <head:>

10 <titlex<?php echo §message?></titlex

11 </ head:>

1a= <hody:

13 =hilr<?php echo §fmessoge 2o/ hls

14 </body>

15 </html>

16 <?php

exic;

| Elements of the PHP Script

* All sections of PHP code must begin with the <?php tag
and end with the ?> tag.

* PHP statements end in semicolons. (Just like RPG.)

1 <?php

_E /¢4 Call the error function to test the script
3 error|'This is & test of the error function.');
4

Sofunction error (imessage)

_6 ff Wery Jimple HTHL with the message embedded
T

5 <html>

ag <heads>

10 <titler<?php echo §message?=</titlex

44 EIER D B
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Elements of the PHP Script

¢ Functions are defined by the keyword function.
* Parameters are defined in parenthesis after the function name.
¢ The function’s logic is enclosed in curly braces { /.

S-function error |{message)
- /¢ Very Simple HTML with the message enbedded

7

S <html>

9= <head:>

10 <titler<?php echo §message?r</titles
11 </ head:>

1ze <hody>

13 <hl><?php echo {message?></hlx
14 </body>

15 </html>

1 < ?php

17 exit;

18 }

19 2=

Output of the Error() function

€« C' ¢ htp:/fwww.youngiprofessionals.com :29/GetFle.php > G- F-

This is a test of the error function.




PHP functions that will be used in the GetFile.php example.

Useful PHP Functions

¢ file_exists()

e This function takes in absolute file path as a parameter
and returns true if the file exists.

e Example:
$found = file_exists(“/myfolder/images/abc.jpg”) ;
* header()

e This function outputs a raw HTTP header.

e Example
header("Status: 404 Not Found");
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Useful PHP Functions

* readfile()

* This function reads in the content of the file specified as
a parameter and writes it directly to the output buffer.

« Useful for streaming streaming files (PDF, JPG, etc.)
e Example:
readfile(“/tmp/report.pdf”) ;
» fopen(), fgets(), fgetss(), fclose
e Functions to use stream files
e More on this later

Simplified version of script to retrieve any file from the IFS




GetFile.php — Unsecured Version

= ?php
/¢ If the above iz not the FIRST line in the file, it WON'T WORK!

ff Get varisbles passed in
fdirectory = §_REQUEST['dir']:
§fileName = § REQUEST['file']:

£f make sure file exists
if [!file_exists("§directory/§filelame™))
{
error ("File §directory/§fileName does not exist."™);
H

/¢ Tell the browser to open file as an attachment
header ("Content-Disposition: attachment; filename=$§filelame™);:
header ("Content-Type: application/octet-stream"):

/¢ Stresm file to browser
readfile ("$directory/ $fileName") ;

/¢ Leawve the script explicitly
exitc;

GetFile.php - Continued

function error |$message)
{ /4 Wery Simple HTHL with the message embedded

P
<html>
<head:>
<titlex<?php echo $message?></titlex
</ head:
<body:
<hl><?php echo $message?></hlx
</hodys
</ htrml>
<?php
exit;
i
T
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Getting Input

¢ This script is expecting parameters to be passed within the
URL. So the script is called using
http://your_i:10088/GetFile.php?&dir=/folder&file=file.txt

* The $_REQUEST array is automatically created so we can get
to the parameters passed.

f/ Get wariables passed in
fdirectory = § REQUEST['dir'];
§filelams = $_REQUEST['filE'] H

” Checking For the File

e ! before file_exists() is a logical NOT.

¢ Directory and file name embedded in error message.

S/ make sure file exists
if (!file exists("§directory/ifileName™))
i
error ("File §directory/§fileMName does not exist.™):

¥
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Outputting to the Browser

e HTTP headers describe the output
e Output is an attachment
e Qutput is an octet-stream
¢ Send the file to the output buffer and GET OUT.

S Tell the browser to open file as an attachment

header ("Content-Disposition: attachment: f£ilename=3ifileName'™) :

header ("Content-Type: application/octet—stream™) :

// Stresm file to browser
readfile ("f{directory/$fileMame") ;

Jf Leswve the script explicitly
exit:

7/19/2011
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Accepting the directory and file name in the URL is not a good
idea.

What’s Wrong with GetFile.php

* Passing the directory and file name in the URL allows
a user to access any folder on the box.

* What if someone asked for directory
/QSYS.LIB/PAYROLL.LIB/EMPLOYEE.FILE and file
EMPRECORD.MBR ?

7/19/2011
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GetFile.php — Secured Version

=?php
ff If the above is not the FIRST line in the file, it WON'T WORK!

/f Retrieve input parameter
§id = S_REQUEST['id‘];

/4 Uze id to retrieve directory and file
get_parm_file(§id, $directory, §£fileName);

ff make sure file exists
if [!file_exists("§directory/$filelName™) )
{
error ("File jdirectory/$fileMame doss not exisc.™):
i

/¢ Tell the browser to open file as an attachmwent
header ("Content-Disposition: attachment: filenawe=3§filelName™) :
header ("Content-Type: applicationf/octet-strean™);

/¢ Ftream file to browser
readfile ("§directory/$fileName") ;

/¢ Leave the script explicitly
exit:

GetFile.php - Continued

function error(fmessage)
{ Jf Wery Zimple HTHML with the message enbedded

7
<htmls>
<heads>
<titler<?php echo §fwessage?></titles
</ heads>
<hody:>
<hlz<?php echo §message?></hlx
</ hody:
</ html>
<?php
exit;

function get parm file($inID, &foutDir, &£5cutFile)
i
/¢ get file information from temp file

J/ Open temp file
$handle = fopen("/tmp/$inID.tmp™, "r™):
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" GetFile.php - Continued

if ($handle)
i
£ Ger file information
joutDir = trim(fgets ($handle)):
foutFile = trim(fogets(fhandle));
¥
else
{
error ("Unshle to retrieve ID $inID."):
i

4 Close tewp file
folose (§handle)

4/ Delete the parm file
unlink("/tmp/§inID. cmp'™) ;

" Modifications to GetFile.php

* Directory and file are no longer passed via URL.
Instead, an ID string is passed as the parameter.

» New function get_parm_file() created to retrieve
directory and file from a temp file on the IFS.

#f Retriewve input parameter
$id = § REQUEST['id']:

Af Uze id to retriewve directory and file
get _parm file($id, f{directory, {fileName):

7/19/2011
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" get _parm_file() Function

* The function has 3 parameters
e $inID - the ID string passed in on URL
e gsoutDir - the directory passed back to the caller
* soutFile - the file name passed back to the caller
* fopen() used to open the temp file
function gEt_parm_filE{$inID, gfoucDir, &joutcFile)

{
Fé get file information from temp f£ile

/4 Open temp file
fhandle = fopen("/twp/$inID.tmp™, "c™);

get _parm_file() Function

* Check shandle to ensure the temp file was opened

e Use trim() and fgets() to retrieve data from temp file

if [(fhandle)
{
f/ Get file information
foutDir = trim(fgets(fhandle));
foutFile = trim(fgets(fhandle)):
}
else
{
error ("Tnable to retriewve ID $inID.");
H

7/19/2011
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get _parm_file() Function

* Close the temp file using fclose()
¢ Delete the temp file using unlink()

Ff Cloze temp file
folose (Shandle) ;

/f Delete the parm file
unlink("/tmwp/ $inID. tmp™) ;

PN

Format of Temp File

* The temp file is a simple text file with a .tmp extention
¢ The first line of the text file should contain the
directory

* The second line of the file should contain the file
name.

7/19/2011
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That’s great, but how does my RPG program use it?
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Required Programs

* We will look at two programs used in calling
GetFile.php from your native applications

* GFBUILDURL - RPG program that creates the parm
file in the IFS and generates the URL, including a
random ID string.

* RUNBROWSER - CL program to invoke the browser
on the users desktop.

* I highly recommend these processes be deployed as
subprocedures.

" GFBUILDURL Program

* Program begins by defining variables and constants
needed

hOptiDn(*ﬁoDebugIO:*SrcStmtJ BrndDir ('QCELE') DftictSrp(*No) ALetcSrp('BERIAN')

/¢ Variahle Definiitons

d Seed = 101 0 In=z(0)

d Temp_File Name = i5

d Temp_File = 256

d Temp_File Handle...

d = 10i 0

d Mode = 10i 0O In=z(511)

o Path = Like (Path_to_File]
d File = Like (File Name)

// Constants

d Zystem URL o "hittp://www. younyiprofessionals+
[} Loom: S5

7/19/2011
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GFBUILDURL (Continued)

* Lots of APIs defined to work with stream files (temp
file)

0_WRONLY

i [ Z
d O_CREAT [ 5]
d O CODEPAGE o S358608
d O TEETDATA o 16777216
d CRLF o Const (x'0d25")
// External Procedures
/4 API =all to open a stream file
d file_open PR 10I O ExtFroc|'open')
d path * Value Options(*3tring)
d of lag 10T O Value
d mode 100 0 Value Options(*MNoPassz)
=] codepage 107 0O Value Options (*NoPass)

GFBUILDURL (Continued)

* Also an API to generate random numbers

/¢ API omall to write data to & Stresm file

d File write PR 10I 0O ExtProc('write')
d fildes 10I 0 Value
d buf * Value
d nbhyte 10T 0 Value

¢ API call to close & stresm file

d File close PR 10I 0O ExtProc('close')
fildes 10I 0 Value

o

// Generate a random #

d Random PR ExtFroc (' CEERLANO')
d Seed i0i 0

d Random Float 2f

d Feedback_cd 1z
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" GFBUILDURL (Continued)

* Definition of internal procedure and program

parameters

/¢ Internal Procedures

d Generate_Rndm Name. ..

ol
/¢ Entry Parmws

d GFEUILDURL

= Path to_File
cd File Name

d TEL

d GFEUILDURL

o Path to_File
= File Hame

d TREL

pr

rr

pri

15

z5a8
2568
128

456
Z58
1z8

ExtPogm(' GFEUILDURL')
Const
Const

Const
Const

* GFBUILDURL (Continued)

* Main program logic starts by generating the ID

* Creates and opens the temp file using the ID

/Free

// Mainline Code

ff Zet up temp file name and location
Temp File Name = Generate Rndm Name ()
Tewp File = '/twp/' + Tewp File Namwe + '.tmp' ;

/f Create temp file
Tewp_File Handle = File Open(3Trim(Temp Filej:

// Close and reopen temp file (makes conversion to ASCII automatic)
File_Close (Tewmp_File Handle)
Temp File Handle = File Open(%Trim(Temp File)

O_CREAT+O WECNLYT+0O CODEFAGE: Mode @ 812)

: O _WECMNLY+O TEXTDATA)

7/19/2011
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" GFBUILDURL (Continued)

* Outputs the directory and file name to temp file
* Closes file

4 Write directory to first line of temp file
Path = :%Trim{Path to File) + CRLF :
File Write(Tewmp File Handle @ %Addr (Fath)
(Leni3Triwr (Path))

44 Write file name to next line of temp file
File = %Trim(File MName) + CRLF ;
File Write(Temp File Handle : %addr (File)
5Len(3Trinr (File)))

ff Close temp file
File Close(Temp File Handle)

* GFBUILDURL (Continued)

¢ Builds and returns the URL with the random ID to the
calling program

/4 Build the URL to pass back to caller
UEL = 3ystem URL + 'Ygetfile.php?eid=' + 5Trim(Tewp File Name)

*inLR = *On ;
Return ;

JEnd-Free

7/19/2011
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GFBUILDURL (Continued)

* Subprocedure used to generate random ID

Lttt i

/4 Subprocedures f/

e £
ffmmmmmm i —————— I
/¢ Procedure: Generate Rndm Name I
I Procedure to generate a random name for the temp file used S/
// to pass parameters to the getfile php program. I
I I

p Generate Rndm Name. ..
r E

d Generate Rndm Name. ..
d pi 15

* GFBUILDURL (Continued)

* Fields local to the subprocedure

¢ Valid_Chars should contain any character allowed in
the ID

i mmmm e 4

/¢ Local Definitions //f

e 4

d Randomw_Float 3 =k

d Feedback E 1z

d Valid Chars [ 'ABCDEFGHIJELMWOP ORI TUVIEYZ4+
= 01234567589

d Counter = 310

d Randow_String = 15 Inz [ *Elanks)

7/19/2011

22



GFBUILDURL (Continued)

¢ For loop controls the number of characters in the ID
* Random # between zero and one generated

* Random fraction used to substring our a character
from Valid_Chars

fFree

fFT want a 15 character ID
For Counter = 1 to 15 :
J/Get the random number
Random (Seed: Random Float:Feedback] !

Jf Use random nuwber to set a random character in ID
53ub3c (Random 3tring:counter:l) =

53ub3t (Valid Chars:%int (Random_Float*slen(Walid Chars)+1]):1) :

EndFor;

GFBUILDURL (Continued)

* Subprocedure returns the new ID

Return Random String ;
/End-Free

b Generate_Rndm_ Name. ..
r [

7/19/2011
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RUNBROWSER

* STRPCO command starts the “PC Organizer” service if
not already started.

* STRPCCMD command actually instructs the user’s PC
to start the browser and open the URL

Popn Parm [ £UTRL)

Dl War (£URL) Type(*Char) Len(l2g)

SLrPCo FCTA [ *Ha)

MonMs=g M=gID (CPFOOOO)

StrPCCcd PCCrod {'rundlli2 url.dll,FileProtocolHandler ' || +

LSURL) Pause [ *No)

EndPgro

7/19/2011
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